
Wannacry – A Smart Virus with an Unknown Origin 

 

On May 2012, 2017, one of the smartest viruses ever was disseminated on 230,000 computers in more 

than 150 countries. The is a ransomware virus, meaning that it first blocked all files necessary for the 

operability of computer and then demanded USD 300 or USD 600 as a ransom in the form of bitcoin 

(electronic currency), to let the user re-gain access to the computer. The virus was only disseminated on 

Windows operating systems. According to the information available, the virus caused several medical 

facilities in England to shut down, it caused functionality problems of several phone providers in Portugal, 

and paralyzed various state institutions in Russia, such as the Ministry of Internal Affairs, Road Security 

Inspection (ГИБДД), Sberbank, Railway Company etc.1 

The President of Russia, Vladimir Putin, stated on a conference held on May 15, 2017, that the special 

services of the United States were the source of the internet-virus Wannacrypt (aka: WannaCry / 

WannaCrypt0r 2.0 / Wanna Decriptor), disseminated on May 12, and mentioned an official statement by 

Microsoft as a proof of his words. 

Microsoft actually stated on its official blog one day before Putin’s press-conference that the so-called 

“exploit”2 used during the global hacker attack matched one of the exploits stolen from the National 

Security Agency of the United States (NSA) in the beginning of 2017. In order to avoid the thread stemming 

from the stolen exploits, Microsoft issued a patch3 on March 14 that, if installed, would have protected 

Windows users from the possible cyber-attacks. A cyber-crime group Shadow Brokers soon made the 

stolen exploits (12 exploits in total, including ETERNALBLUE – the main tool of the May 12 cyber-attacks) 

available, which made all the computers around the world that had not installed the patch issued by 

Microsoft vulnerable to the cyber-attack. It is still unknown who used the publicized exploits for the cyber-

attack, however, it can be the Shadow Brokers themselves. It is noteworthy that it is impossible to predict 

the exact outcome of a hacker attack, as it is based on the level of protection of computer users, the 

behavior of the users (whether they click the malicious link) and the speed of the suspension mechanism 

of the hacker program. The cyber-attack can even fail, if the virus disseminated by the hackers gets 

prevented by another hacker or cyber-security specialist. Therefore, the fact that computers in Russia 

suffered the biggest harm from the attack should not be interpreted, as if Russia were the ultimate target 

of the attack.  

 

Graph 1. Facilities Affected by the Virus around the World. 

                                                           
1 http://www.bbc.com/russian/features-39928406  
2 A piece of software, a chunk of data, or a sequence of commands that takes advantage of a bug or vulnerability 
to cause unintended or unanticipated behavior to occur on computer software, hardware, or something electronic. 
The aim of the attack can be to take over the system (which is what WannaCrypt did) or to obstruct its 
functionality. Exploits are also used by state security services to establish covert control on computer systems. 
3 A piece of software designed to update a computer program or its supporting data, to fix or improve it. 

https://www.youtube.com/watch?v=27KhUXjqCdU
https://blogs.microsoft.com/on-the-issues/2017/05/14/need-urgent-collective-action-keep-people-safe-online-lessons-last-weeks-cyberattack/#sm.0001d4tw8yeaddnntwd1fx70b36rx
http://www.bbc.com/russian/features-39928406


 

Source : https://www.malwaretech.com/2017/05/how-to-accidentally-stop-a-global-cyber-attacks.html  

 

Graph 2. Countries Affected by the Cyber-Attack the Most (% distribution). 

 

Source : https://arstechnica.com/security/2017/05/an-nsa-derived-ransomware-worm-is-shutting-

down-computers-worldwide/  

https://www.malwaretech.com/2017/05/how-to-accidentally-stop-a-global-cyber-attacks.html
https://arstechnica.com/security/2017/05/an-nsa-derived-ransomware-worm-is-shutting-down-computers-worldwide/
https://arstechnica.com/security/2017/05/an-nsa-derived-ransomware-worm-is-shutting-down-computers-worldwide/


As the Graph 1 and Graph 2 show, the computers based in Russia were affected the most as a result of 

the cyber-attack, followed by Ukraine, India, Taiwan etc. The graphs allow us to presume that the 

significant harm suffered by Russia in the hacker attack is due to the generally uncontrollable nature of 

hacker attacks, on the one hand, and the vulnerability of computer systems in Russia, on the other hand, 

which is partially due to a widespread use of pirate Windows. In case of the pirate Windows, most of the 

users do not install the so-called security updates so that the pirate version is not identified by Microsoft, 

which has made them vulnerable to the given cyber-attack, as they would have been fully protected from 

it only in case of installing the March 14 update. The fact that the majority of Russian Windows users has 

a non-licensed version, increased the risk of infection during the hacker attack, which, presumably, 

resulted in such a high infection rate. 

 

Who are the Shadow Brokers? 

Shadow Brokers, who first appeared in the summer 2016, has since been regularly publishing the secret 

exploits stolen from the US security services. As of today, the group has already published exploits of NSA 

five times. The first and second publications were a sort of an online-auction, where the materials could 

have been purchased with bitcoins. During its third publication, the group stated in its message attached 

to the exploits that it was unhappy with the low activity of the people and that it would change its strategy 

to a face-to-face trade. The exploits stolen from NSA that were put up for trade on April 8, 2017, were the 

fourth appearance of the group. The April 8 materials came with their official public letter to Donald 

Trump, titled “Don’t Forget Your Base” and started with the following words: “Dear President Trump, 

Respectfully, what the f*** are you doing?”. It can be understood from the letter that the group has a 

sharp anti-globalist, even fascist worldview, whereas Russia is mentioned as their natural ally in the fight 

against globalism. In the letter, Trump is criticized for altering his pre-election positions, with a special 

emphasis on the intervention in Syria. It also mentions that the group supports the ideology and policies 

of the main strategist of the Trump administration – Steve Bannon – and denounces Trump for dismissing 

him from the National Security Council (NSC). Prior to the 2016 Presidential Elections, Bannon was the 

CEO of an ultra-right website, Breitbart, notorious for its racist, xenophobic, misogynist and anti-Semite 

platform. 

The fifth wave of activity of the group came on April 14, 2016. It was the fifth wave that made 

ETERNALBLUE available to the users, which, in turn, caused the May 12 global hacker attack.  

According to a former CIA employee, Edward Snowden, Shadow Brokers are most likely associated with 

Russia. Edward Snowden also connected this cyber-attack to the hacker attack on Democratic National 

Committee (DNC) system, which took place in the pre-election period in the US and which significantly 

increased Donald Trump’s chances of winning the presidency. It is noteworthy that Snowden himself 

resides in Russia, in an asylum (valid until 2020) which he received after he published the classified intel 

of the US secret services in 2013 and fled the US. 

 

Conclusion 

It is yet to be confirmed, who purchased/used the exploits published by the Shadow Brokers. The fact that 

the given group expresses its sympathies towards Vladimir Putin, that it carried out the hacker attack on 

https://medium.com/@shadowbrokerss/dont-forget-your-base-867d304a94b1
https://twitter.com/Snowden/status/765514891813945344


DNC and that Russian cyber-criminals expressed interest towards the materials published by the group, 

points to a possible Russian involvement. Although premature conclusions can be incorrect, it is evident 

that none of the leading countries of the international arena was able to fully avoid the harm. It could also 

be the case that the May 12 attacks were not carried out by a state actor, but rather by some ideologized 

or mercantile group. It could very well be the case that the Shadow Brokers carried out the attacks by 

themselves. It is noteworthy that the publication of the exploits by the group matches the dismissal of 

Steve Bannon, the group’s ideological “father”, from the NSC. The last, but not the least – the group is 

primarily based on financial interests and only exchanges the secret materials on bitcoins, and the hacker 

program offered the May 12 attack victims to regain control over the computer exactly in exchange for 

bitcoins, which could indicate the role of the given group. Interestingly enough, the statements published 

by the group in English usually contain a lot of grammatical errors. 

Against the given background, Vladimir Putin’s claim that Russia has no interest in the attacks and that 

the primary source of them was the US, is an attempt to mislead the public. Hacker groups can steal 

exploits and other vulnerabilities from any country’s security services, but it does not mean that the victim 

country heads the attack. It is possible that the hacker tools stolen from the US were used by Russian 

cyber-terrorists, who may not even have relations with the Government of Russia. It is also possible for 

hackers to steal exploits from the Cyber-Attacks Department of the Russian Security Service (ФСБ) and 

use them to carry out a global attack, nonetheless it would not mean that the primary source of the attack 

would be Russia. 

 

Shota Gelovani 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.forbes.com/sites/thomasbrewster/2017/04/26/shadow-brokers-leaked-nsa-cyber-tools-become-weapons-of-american-enemies/#34046ab21924
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